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DIVISION OF CEBU PROVINCE
Office of the Schools Division
Superintendent

February 22, 2023

DIVISION MEMORANDUM
No.    045     ,s.2023

3-DAY TRAINING/WORKSHOP ON MICROSOFT 365 ADOPTION

To:      Assistant schools Division superintendents
Chiefs, CID and SGOD
Section/ Unit Heads
Public Schools District Supervisors
Public Elementary and Secondary School Heads
All Others Concerned

1.         In  line  with  DepEd  Memorandum  from  the   Office  of  the  Undersecretary  for
Adinistration  Kristian  R.  Ablan,  and  Regional  Memorandum  0064,  s.  2023
regarding the MICROSOFT 365 ADOPTION this Office announces the conduct of the
``3-DAY TRAINING/WORKSHOP ON MICROSOF`T 365 ADOPTION" on March 23-
25, 2023, at San Remegio Beach Cfub, Sam Remegio, Cebu.

2.        The  above-mentioned  memorandum  states  that  the  Department  of  Education
(DepEd) provides tools and services for its employees, teachers and students that
promotes a culture of collaboration and communica_tion and improve performance of
tasks. The DepEd obtained these tools and services in the interest of education and
public service.

In relation to the afore-mentioned training-workshop, this will give a clearer view for
the ICT coordinators on the process of Microsoft 365 account activation and how the
productivity tools can be used. All DepEd personnel and officers are reminded that
the use of these accounts shall be for educational purposes and/or the performance
of official duties and responsibilities. The Department shall exercise dominion over
all   DepEd   accounts   and   over   all   data,   material,   and   information  received,
transmitted, stored, or otherwise processed through the service.

3.         Specifically, the target participants in this TRAINING/WORKSHOP ON MICROSOFT
365 ADOprloN are expected to:
a.  Equip the participants the necessary knowledge and skills in the use of

Microsoft 365 accounts and productivity tools;
b.  Validate  and  monitor the  status  of the  DepEd  personnel Microsoft 365

accounts; and
c.   Come up with an action plan to reecho through training-workshop or a LAC

session on the district and school level.



'

4.      !:£oPo#i±:P=:goo: ¥Sd%-oP=:#:%eo-i:-fTaecceiF:1:)gytr#e8r¥°=kdsTfrposrmaraeti:is:Cj
Communications Technology Development Team Members.

5.

6.

7.

8.

9.

However, in compHance with the stringent physical distancing afld mininum public
health and safety standards.

Bfing Your Owli Device (B¥OD) policy shall be observed in this training workshop;
therefore, the participants must provide themselves with their laptop computers and
other necessary tools or devices.

This  training  workshop  is  on  live-in/stay-in  arrangements.  Travel  and  other
incidental expenses of the participants from the District Office and schools shall be
charged against the schools' MOOE/Local Funds. For the participants beyond 50]rm
day 0 lst meal PM Snacks.  Other  expenses  incurred  during  the  conduct  of  the
training/workshop  such  as  venue,  accommodation,  meals,  and  snacks  of the
participants , speakers/ facilitators, and members of the Program Management Team
(PMT) shall be charged against the HRD (INSET Funds), subject to its availability
and the usual accourfug and auditing rules and regulations.

Teacher-participantswhorenderservicesduringnon-schooldayssha]lbeentitledto
service credits while Head Teachers, and Hincipals can avail of the Compensatory
Time-Off (CTO) in accordance with the provisions Of DepEd Order No.  19, s.  2011
alid DepEd Order No. 53, s. ZOOS.

The  participants  shall  strictly  observe  physical  distancing  afld minimum pubfic
health  and safety standards  during the training/workshop.  The Medical Section
(Attn.: Dr. VIrgilio C. Tantuico and Dr. Jisterterie A. Bermales) is hereby directed
to assign at least three (2) nurses to be at the training venue throughout the entire
course Of this program.

10.      This    Memorandum    serves    as    Authority   to    Travel   for    the    participants,
speakers/facilitators, arid the members of the PMT.

11.      Immediate dissemination of and compliance with this memorandum are desired.

I]ALrs EdD, cEsO
ivision sup erintendent

NISA|OSDSNC:fts|e"s

Address: DepEd Cebu Province, IPH0 BIdg„ Sudlon, Lahug, Cebu City
Telephone Mos.: 032-4249000                                                                      ,
Email Address: cebu.province@deped.gov.ph_
Website: www.cebu province.deped.gov.ph



Enclosure A -PROGRAM MANAGEMENT TEAM

3-DAY TRAINING/WORKSHOP ON MICROSOFT 365 ADOPTION

March 23-25, 2023
@ Sam Remegio Beach Club

RESPONSIBILITY PERSONNEL-IN-CHARGE
Over-all Program Manager Dr. Marilyn S. Andales, CESO V

Schools Division Superintendent
Assistant Program Managers Dr. Lorenzo M. Dizon, CESO VI

Assistant Schools Divi.sion Superintendent

Dr. Pay C. Luarez, CES0 VI
Assistant Schools Division Superintendent

Training Manager Mr. Louie G. Monteroso
OIC SEPS - HRD

Finance Officer Desiree C. Ramos
Accountant 3

Welfare/ Health Protocol Officer Dr. Virgilio Tantuico
Dr. Asterterie Bernales
Division Physicians

Documenter Mr. Pablito A. Catubay

TRAINING FACILITATORS

1. Emmanuel F. Mendoza Division ITO
2. Francis LJohn Mari 8. Elnar ADA VI
3. Pablito A. Catubay ADAI
4. Eda Flor M. Arrabis MT  1  Consolacion
5. Fritz G. Mahilum MT 1 - Balamban
6. Charlyn M. Mahilum T3  - Balamban
7. Jemar M. Cabalde T3 - Daanbantayan
8. Jonavieve Mae C. Otero T3 - Sam Francisco
9. Chester S. Rosalejos T3 - Daanbanta.yan
10. Brigoli E. Pepito T2 - Daanbayantayan
11   Jeson U. Rodrigo T3 - Daanbantayan
12. Paul M. Calbang T1 -Medellin
13   Hepolito E. Mamac LJr. T1 -Santa Fe
14  Jonel G. Forsuelo T1 -Madridejos
15   Chere 8. Velasquez T2 - Liloan
16  Ramonboy S. Espinosa T1 -Badian
17. Walter Z. Relacion18MelVincent8.Camerino P1 -Ar8ao

T1 -Argao
19   Charles N. Lacufia T3 -Boljoon
20  Ryan R. Romanillos T2 - Medellin
21. Ariel G. Andales22.LJohnCarloP.Nardo23.LJoseM.Aclan24.CeciliaM.Kangkee25.ReneA.Borgonia26.GeneveveT.Rebaca27.CarminaR.Sabe.ion28ChesterRyanM.Pascua T2 - Tuburan

T1 -Liloan
ADOF2 - Liloan
T2 - Daanbantayan
MT1 -Balamban
T2 - Tuburan
T1 -Compostela
T3 - Compostela



29. Joel U. Tanjay T2 - Compostela
30. Allan C. Cafiete MT1 -San Remigio
31. Jacob C. Villaflor T1 -Balamban
32. Marionito G. Alendajao T3 - Aloquinsan
33. Mikko Cabigon Division Office
34. N6il Labrada Division Office
35. Louie Monteroso Division Office
36. Maria Socorro Relacion Division Office
37. Marconi Atillo Division Office
38. Marion Lester Raboy T1  -Badian                               .'''1-_



Enclosure 8 -PARTICIPANTS

3-DAY TRAINING/WORKSHOP ON MICROSOFT 365 ADOPTION

March 23-25, 2023
@ Sam Remegio Beach Club

DISTRICT                              NAME                                                   NAME OF SCHOOL

1 ALCANTARA Adela  P.  Nalzaro Alcantara Central School

2 ALCOY Rufino  M.  Medico Alcoy National  High School

3 ALEGRIA Noel  8.  Manaba Alegria Central  Elementary School

4 ALOGUINSAN Georgia C. Abella Aloguinsan Central  Elementary School

5 ARGAO 2 Lennard  E. Gealon Colawin  National  High  School

6 ASTURIAS  NORTH Reynaldo T. Ynoy Baye Elementary School

7 ASTU RIAS SOUTH Arnel A. Aventuna Asturias Central  Elementary School

8 BALAMBAN  2 Rohan S.  Melgar Buanoy Central School

910 BANTAYAN  1 Connie Jean  F.  Morales Bantayan Central  Elementary School

BANTAYAN  2 Albert A. Amadeo Balintawak Elementary School

11 BARILI  1 Anthony Gayo  N. Aguilar Teotimo A. Abellana Sr.  Memorial  National  High School

12 BARILl  2 Sisinia  C. Tamayo Guibuangan Central School

13 BOLJOON Jenelette M.  Dalumpines Boljoon  Central School

14 BORBON Joel  R.  Mondelo Bili  Elementary School

15 CARMEN Michelle Anne  L. Tuling Francisco S. Villamor Sr.  Elementary School

16 CATMON Eljie Marie  R.  Menchavez Catmon  Integrated School

17 COMPOSTELA Zernan Y.  Zita Compostela Central School

18 CONSOLACION  2 Antonio C.  Echavez Jr. Tayud  National  High School

19 CORDOVA Elmer M. Ocarol Cordova Central School

20 DALAGUETE  1DALAGUETE2 Gerald T. Taraya Dalaguete  National  High School

21 Pearl  8.  Pacatang Cawayan Central  Elementary School

222324252627282930313233343536373839404142 DUMANJUG  1DUMANJUG2GINATILANLILOANMADRIDEJOSMALABUYOCMEDELLINMINGLANILLA  1MINGLANILLA2MOALBOALOSLOBPILARPINAMUNGAJAN  1PINAMUNGAJAN2PORORONDASAMBOANSANFERNANDO1SANFERNANDO2SANFRANCISCOSANREMIGIO1 Fhaith  M.  Marifias Tapon  Elementary School

Geraldine C.  Flores Bitoon Central School

Albert E.  Egoc Salamanca Elementary School

Jessa  8.  Leones Liloan  National  High  School

Elena  8.  Gigje Madridejos Central  Elementary School

Restituto  R.  Inso Malabuyoc Central School

Gladys A.  Invento Kawit National  High School

lnah  C.  Rita Minglanilla Central  Elementary School

Ralph Anthony P.  Panique Lipata Central  Elementary School

John  R.  Redoble Moalboal Central  Elementary School

Marlon  8, Serna Oslob  National  High School

Mary Grace  M. Cuizon Pilar Central School

Juanito  L.  Perez, Jr. Lut-od  Elementary School

Leahni  L.  Vergara Taj.ao Central School

Luis  Lito  L.  Fabroa Mactang Elementary School

Nifia  Greziel T.  Bique Ronda Central  Elementary School

Mary Jane G.  Heredia Samboan Central  Elementary School

Marlon  M.  Cafionera Pitalo  Elementary School

Julius  L. Tampon Sangat Central  Elementary School

Levi John  L. Arquillano Campo Integrated School

Jundell  C.  Diaz Argawanon  Integrated school                          I



43 SAN  REMIGIO  2 Leah Mae C.  Pinote Anapog Integrated School

44 SANTANDER Leslie Ann Y.  Dela  Pefia Santander Central  Elementary School

45 SIBONGA Gelen  G.  Llanos Sibonga  Central  Elementary School

46 SOGOD Jasmin A.  Preglo Liki  National  High School

47 TABOGON Divine Grace M.  Montemor Tabogon Central  Elementary School

48 TABUELAN Leanie A.  Duran Tabuelan Central  Elementary School

49 TUBURAN  1 Mary Ann  G.  Plania Tuburan Central  Elementary School

50 TUBURAN  2 Claudine G.  Obena Mangga  Elementary School

51 TUDELA Julito S.  Garciano Tudela central school                                  .„
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Office of the Regional Director

REGIONAL MEMORANDUM
No. S  $  6 #, a. 2023

TO

MICROSOFT 365 ADOPTION

ALL SCHOOLS DIVISION SUPERINTENDENTS
ALL CONCERNED

JAM   2   3   2823

1.         Enclosed is OUA-OUT-011023-010 titled Microsoft 865 Adoptiofl dated 12 January
2023.

2.         The  Department  of Education  (DepEd)  reiterated  that  all  DepEd  employees  are
provided with Microsoft 365 accounts.

3.         DepEd  personnel  without  @deped.gov.ph  Microsoft  accounts  will  receive  their
Microsoft usemame and temporary password in their respective DepEd Gmail accounts on
or before 27 January 2023.

4.         All    users    are    requested    to    sign-in    to    their    Microsoft    365    account    at
_btt_ps: / /portal.office.leap.and  must  setup  their  self-service  password  reset  by  providing
their  mobile  number,   altemate  personal  email  address  and/or  answers  to   security
questions.              Password              reset              may              be              done              through
h±tps://passwordreset.microsoftonline.cQm„

5`         Starting  1  February 2023,  all DepEd personnel will be  able to receive and  send
emails through their respective Microsoft Outlook (outlook.office.com) accounts using the
same email address.

6.        These a.ccounts shall be used for educational purposes and/or performance ofofficial
duties  and  responsibilities.  The  Department  shall  exercise  dominion  over  all  DepEd
accounts  and  over all  data,  material,  and  information  received,  transmitted,  stored,  or
otherwise processed through the service.

7.        Disciplinay actions such as account suspension and other legal remedies may be
initiated against anyone found responsible for violating the acceptable use of the DepEd
accounts.

8.         Regional Office personnel may raise their issues and concerns to the Regional ICT
Unit. The Schools Division Office and schoc)1 personnel may raise them to the Division IT
Officer and the helpdesk mechanism established at the SDO.

9.         In addition to  the  provisions  stated in the  OUA Memo,  all I)ivision lT Officers are
requested  to  ensure  that  the  necessary  refresher course  or  capability building to  their
respective divisiofl and school personnel on Microsoft 365 applications in preparation for
the activity stipulated in item no. 4 is conducted.

Address: Dofia M. Gaisano St., Sudlon, Lahug, Cebu City
Telephone Nos.: (032) 231:1433; (032) 414-7399
Email Address: region7@deped.gov.ph



lot      Moreover, the IcTS -User support Division will iee providing a schedule ofwfbinars
regarding   trainings   to   be   conducted   and   support   materials   will   his   available   at
±:±j:;3;:i:2_s: / /bit.iF/ DepEdM3 6 5Suppgr± +

11.      Immediate dissemination afld compliance with this Memorandum is enjoined.

SELSEEN T. JIMEREZ, JB, EdD, CESO V
Director IV

Regional Director
s"|enBftRTuidp#
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eclrfereHGingj arid ffig sharing*
9.   ®H®DriSG: A cloutl storage serfuee for storing and sharing files.
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Users who are Signing in far the first tiffle shat type in their new password for
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qHestfoHs. Tfier new password used for sigring~in shondd be always kept safe. Should
a unser. forget the password far Microsoft $65, they may request for a new password
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b€  at¥le  to  ue¢eivS  and  Send  gma#s  throurfu  their  rgxpective  Hierosffff ¢utlo®k
(#utiQt]k.#ffic€.Com) accounts using the same email address.

}m this rfg&rd. all HapEtl persctnngl and officials are reminded that the use Of th€Se
aGGountg Shall be fur educational purposes and/or the performance of official duties
antl  resp¢m§ibiHties.   The  Deparment  Sfiedl  €xerckse  deminien  Over  all  D€pEd
accounts and over all d&th, material, and information received, transmitted, st#retl,
of a men.`!i;Iii`ise processed thsongk the seIviee.

Moreover, all pgrsormel are also renrfuded that disciplinary &ctious gush as account
suspeng±afl  and  other  legal  remedies  may  t}e  initiated  against  anyone  found
Fesponsrfug    for    violating    the    ac#eptable    use    of    the    DepEd    accounts.

Tire C€ffltrat Sffre€, all Regional Offic€S {Rtis}, anti di Schods Division affice§ (Snos}
Shaii estat!fish their respective helpdesk mgchahisms to Support their persormel.

F`tjr further queries or ctarificati¢ns,  all concerned DepBd pE:rsonnel from various
gow€manee level may raise their issues and cencems to the fofiowing:
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A Schedutf of webinars rggardimg tea:inings to bs coflduGted antl Suppqrt materials
wiu  also  h€  provided  ty  the  ICTS  -  User  SxppQrt  Division  to  b€  avallabl€  at
t..'.i.I..{!*:i.i.!tii.``!J.`...I,t`p.Eit..I`gr..;.i,.i,-!S.T!It,I.,?ti:.

Immgdiat€ disse"iREtion of and Strict comniianc€ to this memQrandum is directed.

Th&nkyou.
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Heads, FULSE¢ and Privates EIsm€ntafjr antl Secondary Schosls
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1.        To achieve the polity Qbj€cthes of €nharising the eristing medifl of ¢¢mmnnieatiom,
pffoffifitiflg fi Sense #f ichgrmti£5r, and facilitating a cultHfe of conabor&tion, the Depatmgnt o£
Sdun#&fiofi  {DapEd}  i§Sfies  the  esuidgELef  gin  tilt#  ursEe  ®r` the  B©#Efl  Ermfian  §€r`tieg  to
Ciperatig[rmal±zgE  #ie  use  SF the  B€pEd  Emall  S£Ivi€e  Fursuant  tb  ifeepBd  Qfdgr  NQ»  85,  s,
aeLZ2 e"€ifhad FOE±ey cSrL €ha Essftthlisitmfut Of DapEfi Ematl Sarvivg3.

2.         The €nGlostir€S cgmtain the following gnidghines for reference:

En€iosvere No.  1  in Guidelines om Registration for deped.gflv.ph  aeec}unts; and
Bflcicis"se N#< 2 ul GHidelifl€s ou the AGc€pfabie Usa of deped.gov+ph accciunts.

a,         Th§sg guidelines shRE #esmriri in for€g and in fffgGt unth such t±mf whgEL they will
ief rgsfindetl Br amended. This Dfpa:ri:mgnt thromgh the  Office of the Techri#at Serrvi€e {TS}
Shall  mate  ife€  H©€essary modifiGatiSHs  wfaSfi  deem€ti  mg€gssay,  atg  1#flg  as  *c+fiBistBney
with the ahc8v£ Statedi pftyliey thrra§tB is Satisfied,

4~          Any  comc:€rm oH thssg  guiidelinss  shall  be  dir€ctcaed to  the  Offi#g  of the  nirE:€tQr,  TS*
DSpH:a. #efitral C*ffic£ {CO} throughi emal}  &ddr8SS: ifefl£.sap_depgd.gg_vLipJ2 ar at t€lsphone
nSrty;  {$2j  SSS.4878t

£*          immediate diisserminfitiefl of this MemQranduffi is desired.

unsTR# Fs€
S€€retay

D€p&dcompT#ex+MerELIG¢AVQrm#,Pmsig€i£#18aG#633+7208/S#37228/63a-13Glffi636~487S/63?-62a9ffitw".d¢ped,gav.ph



Enclosure H®.  1 to DepBd Me"offlndum "o. 2Z7, S. 2012

GUIDELINES ON RBGISTRATION FOR d!eped.gott.ph AacatJRETS

1.  Roles afld He§pon§ibilities

a,.  Stipsr Administrators.   The fun  system administrators  shall he  assigried by
the  Seeretary.  They  shall  have  complete  access  to  the  d€ped.go#.pfr €Qntrol
panel and all administratc7r actions.

b.  ICT Administrators.  The Central Office, each regional office, and each division
offiEe  shall  assign  ar:L ICT administrator to  be  in  charge  of the  administrative
malntgnance of users and groups in their resp£€tiv€ area of r€sponsibihity.

c`   Persprimel Officer.   The Central Office,  each regioflal Qfrice, and each division
ofrice  shall  assign  a Persoflnel or. Administrative Officer who will 3erve  as the
authorized officer for creation and deactivaLtic7fi of accounts,

d.  Heipfiesk. Troubleshooting and other technieal concerns relative to the service
shall likewise be addressed by the Technical Service (TS), in coordinatiefi with
other assigned employees c)I the Department.

2.  Assigfimefit

a.  Ail p€rman€flt employees of this DepartrmLent shall be assigned a d8ped.ga#.ph
account which can he accessed through ht±E3 / £ng_a±_1._deped.jzQE._p_h..

b.  Con§ultaiits  and  personnel  under  contract  of service  may be  assigfled  their
respective accounts upcjn the request of their immediate heads of the rmit and
Subj€ct to the discretion and approval of the super administrators. The requests
shell b€ based on the fleed of the said individuals for official Small accounts in
the performance of their rfutie§.

a,  An  users  will  be   dividetl  into  three  domaln§  in  the  ndmiristrative  panel:
employees; consultants; and contracts of service.

d,  The   c8ej3gc{,got/,ph  accounts   assigned  whl   adhere   to   the   following  naming
cc>nvention§:

<first nane>.<Iast nane>@deped.gov.ph for regular employees;
<first nan€l>,<last name>@consultant,deped,gov.ph for

coflsnltants; and
<first n&me>*<1a*qt flame>@cos.deped.gDv,ph for contracts fir sBrviee,

e,   Effiall addresses folio.wing a different naming convention, assigrsd a8 an  alias,
will be assigned upon the request af the head ¢f unit and will be subjected to
the discretion and approval of the super administrators.

f.    Offices which need an email address will be assigried a distribution list, with its
employees who need to Communicate using the said address under it, upon the
request of the head of unit and win be subjected to the discretion and approval
of the super administrators,
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For: Ex©Gom fl"di REftmtt®m RIembers
c;O Divisi¢" Gfaiefs
Schools Diwl§ion Superintendents
Regional/ Diwlsion/ School lnforlrmtion Technology Offreers
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All Others C®ncerned

Subj€€t:       GurRELINns oH THE USE AHD AEMIRTlsTRATloH OF
a SulTB END RECRosoFT $65 FOR REur#ATIQH

1.   The Department of Education {DepEd) continues with its aim of improving
govgrgiar.ice by providing tools that promote a oultrire of collaboration and
ccrmmunication,   and   improve   performance   Of   tasks.   With   this,   the
Dfparinent of Education provides employees, teachers, and students with
g±reess to twenty-first cerfury tools that sxpport sducfltion and its delivery.
Inchati€d in this online eckHca:tion package are toads for emall, produ€tiwi±y
and ccillahoration.

2,   Users will have access to the following tools:
a.   G Suite for EducfltiCin
b.   Microsoft 365 Erfufation

3.   Ail  regular  employees  and  public  school  learners  Of the  Department  of
Education shall be assigned a G Suite for Educ&fron and a Microsoft 365
EducatiCin user acccurflt+

4.   Coffisultants and Contract of Service personnel in the Central, Regional c!r
Hivision Office  may  be assigned their reapechiv¢ HSBr accounts ngen the
request of their immediate hegids of unit and snbject to the discreden and
approval of the a.ssigngd User Account Administrafrors in each governance
le-v-el.  The request  shall be based on the need of the  said indivirfuals
official user accounts in the performance of their duties.

5.   Employee, consultants ai±id contract of service personnel accounts in
secrirek from the assigried User Account Adminisitrator of each
level.
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6.   The standard naming convention for employee, consultants and cofltrast of
service personnel shall be:

a.   G Suite for Bducation:
<ftrstrLarne>.<t#sitrLcune>@der]ed.gou.ph

b,   Microsoft 365 for Education:
For Central, Regional and Division Offic:e Persormel;
<f ust rarne>.<ZcLst narne>@deped.gov.ph

For School personnel:
<frst"rrva>.<lckstna;ri'ue>@f=regienalt©r*a{ut>.deped.gciv.giv

c.   If the usemam€ is no longer available in G Suite for Education, the
User Account Administrator must append  a  sequential  number
alter  the last name.  The  Microsoft 365  Education  user  acccrunt
name  must follow the  same  as  the  G  Suite  for  Education user
account nan€,

7.   Ptihlic school learner accounts shall be created by the ICTS based on the
Leaner Information System. These accounts shall be distributed through
the Division Information Technology Officer and ths School ICT coordiflator,
in a process they deerm apprc>priate, strictly adhering to data privaey rules
and gridelines`

8.   The  standard rralriing conventicin for the pubnc  school 1eamer accounts
shall be:

<Lea;rner Refierenee Number>@<regional ferLa;ut>.deped. goo.ph

9,   Upon  receipt  of accoufit credentials,  all  users must immediately ac:cess
their  accounts  thr'n  accounts.google,com  for  G  Suite  for  Hducation  and
portal.offiG€.com for Microsoft 365 Education.

10. UpSn  signing in,  all users must ensure that their self-Service password
recovery is set up by aecessing the following pages:

a.   a Suite for Education ~ https://myaccount.google.com/security
b.   Microsoft 365 Education -https:/ /myaccount.microsoft.ccim/

1 1. Users having diffioulties acces8ing their user account may request technical
assistance     from     their     assigried     User     Account     Administrator.
For password reset,  the user must utilize the  self-service password reset
facilfty t3efore coutacting their aLdministratGr,

12, Roles and Respofisfroflities
A,  Admiflistrators

i,   The  Super  Administrators  manage  the  policies,  conriguration
and user accounts for both G Suite for Education and Microsoft
365 Education across all the tenants in the organization. This
task is assigned to the ICTS - Solutiens Development Division.

ii.   Helpdesk Administrators are authorized to manage DepEd user
accounts. Their main respoflsibilfty is to perform user afcount
rman&gement acfrons that require burn processing, escalation or
higher level rights and permissions than those provided to



performing   the   different   user   &eeoHnt   management
procedures.

4.  The ITS may delegate one other personnel from the same
goverHan¢e level to assist in the performance c}f his/rfuer
rfuties  as  a  Ussr  Account  Administratsr.  How€veF,  the
acSo"ngrfeility for ELcdions p3rfGrmed rsmalns with the ¥TG »

5.  To delegate an alternate Us€f Ae#ount administrator and
in tfie e`rent th&t a ri#w lfiformatiQn Tec=haalogy Officer is
aEisigned  in  the=  Rggienal  or  #ivision  Office,  the  Super
Admiinstratorf must be n¢tified immediately thrm Small
vi&   ietstsddS,d@ped_±jgg_v.±g!±.    Details   must   in€1ud€   the
nana,  plantilla position and offic;ial DepEd Small of the
altema*te or new User Ac:Gcmnt Administrator.

iv.   Tris    Schoc*1    Administrators     serve     as    the    schGCil*based
adrministrators that handle coneerms sue h as efisuring that fhe
tiser ac##unts are distrifeuted to learfl€rs  and resetting Qf user
accoThrit passwords.
Th€   S#hool  Adrmimistrator   shall  use   the  apprc3priaife   sc:hSGl
ac€cSufits in resetting of user account passwords.

v,   AIR fldffiinistrators shall act as chaLmpious on the proper "s€ of
bath  #   Suite  for  EducatiQn  a:E±d  Mierosctft  365  Edifcation
ac€#uffitst

fr,  US#rs

i,   AIL ELs€rs,  at all levels of the organization and iH sc!h#olg, must
€iisure tkg saifekegping of their respective "s€r ac€rmmts.

ii.   Strictly follow the accaptaieie use anti prCihifeit€d use gridelines*
iii.  The Smpl#ysg and fiis/her superdsfir must ensure that ati flies

and inpertarit fnFTe§pendemces are property tnmed over tiefore
effe€tive date of transfer resigrration, of retirement.

1£ + AS€ffipten"# arse

a.   UEfe

i,   The  use  cif these  accouflts  shall  be  for  erfuca.tiSflal  puxpc]ses
afid/or the performance Qf dificial duties and resprmsit!iliifes,

ii.   Rgasofla+big    "sg    of    the    servi#e    for   `personal    eledrorrfe
c3arrespondeflS€   is   acceptable.   HQweverj   strfet   professional
discretion  is.€xpgcted  to  tie  employed  at  all  times,   DepEd
personnel  shall  act prmfessienalky and  shall be taound  by the
provisions  of the  Code  o£ Ganduct al±d  Ethieal  Standards  for
Piiblic Offiei&ls and Employs€s {R.A.  6713}

iii,   It is higmry reenmmemded that persenat correspondences and
flies bg saved in & seHarfite lec&tien.

b.  Pg®hibit®di U#S



i.   ThE  G  Suite  for  Brfuczition  and  MfcrSsoft  365  Education  are
govermffi€nt seIviee§ obtained in the interest of €duGatiou and
public service+ Transmission and storage Of offensive, disruptive,
discriffiinat#ry,    pornographic,    profane,    abusive,    1itselous,
derogatory, ifiegal, and` otherwise similar material unbecoming
of lean.ners antl agents of the civil selviGe are striefty prchibitfd.

ii.  The   aceouut   shall   not   he   used   in   connection   with   any
G¢mmereial,    rglistous,   social,   pcilitieal,   and   other   similar
interests,

iii.   Disclosure Qf confiidential and sensitive persoflal iriforffiation i§
Strictly prchibited unless it is required fry duty or assigr±ment,

iv`   Straring  of  account  cfedeutials  with   other  individuals  and
onganhaafrofis is strictly prchibited.

v.   Use Gf the account to access illegal cofltgnt or to access content
(e.g* copyrightgti inforffi&tion} in a manner that violates the law
is likewise stringently forbidden,

vi.   The  introduction,   irrfenticinal  or  ctherwi§€,   of  arry  form  of
computer virus or malware, may it b€ from an emdil attachment
Qr i=zstemal fiflk to A fiife, is also strictly prohibited,

viiS   Ea.ch individual is 1-esponsible for any information or stat€meut
sent cut froen his or her own ace:oThnt, making him or her liaBle
for violations stated in this policy.

€.  Protection Against LiflbiHty
i.  Appropriate     dis¢retiori    shall    be    applied    in    terms    af

representatiofis,  claims  and  disclosures  ffi&dg  through  the  G
Suife and Mi¢rosGft 365 official DepBd Small account.

ii.   In the spirfu of emall risk awareness arid to mitigate the pQSsibie
liability, the inclusion of the following disclaimer in the sigrmture
line c>f all communications Sent through the €mall S€rvice of G
Suite    for    Bdtlcation    and    Micros;oft    365    Educ&tion    is
autom&tically included:
{tThis   ¢cirrrmELrdecLtion   may   i:outrin   €onfidien;kwh   or   Eriviheged

iriformution, cknd is irit@reded solely far the indiwidiIAal t>r erutky to
whom   it   is   ®riginalky   eddress]ed.   Art#   dtsctt3Shire,   #ofiuing,
ckiss@tTinatharL, cir arng ackivn {cLkerL in ratrfum#e tQ it bg athens, ctker
tlrii:in the i,uterided reckpiewl, is strictlay prohibited. The apinieus,
conehasiettsi cmd statenert±s expressed in this rnessckge are those
Of the settder cmd in,ay nat necessand#  TQftect ±ha clews  Of i:he
r}epartrnewi Of Ehacaki!orL.»

14. Priiraey field RIenitoring
a,  The  privacy  of every  ifldividual  user  shall  be  fespe€ted  as  a  strict

general polity. Supervision of accounts shall Only be unndertcken upon
a finding of profea"e cause indicating a breach of the safe, proper, and
r€asonafele use of the deped.*ov.ph service or a violatiofl of any



other rules or regt:[lations as possibly evidenced by contents processed
through  the  deped.gov.ph   Servic€,   as   determined  by  the  DepEd
Executive Committee (Execom).

b.  The individual shall be informed that the aiacouut will be Subject for
investigation and of the reason behind it,

a.  The contents of the deped.gov.ph service are considered confidential
government  communication,  To  protect  confidentiality  of the  emall
messages,  security me&sures  such as  HTTPS,  IMAP arid PKI  digital
certifi#ates  shall be  used  to  encrypt  or  seoure  the  cormection  arid
messages sent and received through the deped.gov.ph service.

d.  All data, information, and communication sent, received, or archived
in the G SLiite for Educfltiofl and Microsoft 365 Education belong to
the government.

15. Enforcement
a.  In the  event that the prohibited  acts  stated in  Secticln  10.b  of this

Poficy are violated,  formal complalflts may be lodged with  the  User
Account Administratc>r. This  shall be done in coc!rdination with the
appropriate  Division,  Rectonal,  Central DepEd Legal  Officer  against
individual users, whether they are still connected with DepEd or nc}t,
and upon a detsrminatiom by the super administr&tors that there is a
prchable cause to rely on the validity and veracity of the allegations
cofitalned therein.

b.  Any user found guilty of violerting, intentional or otherwise, the paficies
`istated herein shall be subject to disciplinary action, without prejudice
to such other civil, administrative, and penal remedies as the gravity
of the violation may merit.

c.  The specific disciphinary action to be meted out shall bg determined by
the appropriate DepEd official, in consultation with the uflit head of
the person at fault.
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